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What is AAMVA's Role in the mDL Ecosystem?
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e Provides Resources, Advocacy, & Participation Opportunities

AAMVA
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Why Embrace the mDL Ecosystem?
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=i [MlObile Driver Licenses Benefit Everyone

Drive License Holders Businesses & Service Providers

* Safer than physical DLs e Enhanced trust in authenticity
e Convenient e Easily authenticated
* Always up to date e Faster identity verifications
 Aligned with “tap” payment processes e Less keystrokes/errors
* Protect Privacy e Minimize exposure to unwanted PlII
* Consent-based workflows e Minimize fraudulent transaction risk
* Protects holders in the digital domain e Create 3 safer customer scenario

in ways physical DLs cannot (in-person

e Faster, easier, and safer age

and online T
) verifications
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Value-Added Advantages

Built in security
features (Do not
need to know
various licenses and
authenticity/security
features)
N\

Contactless

Many businesses can
begin with existing
equipment or mobile
devices
(Tablets/phones)

N\

Limited data (Only
collecting what is
required for
transaction)
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The identity credential
being presented comes
from a legitimate
Issuing Authority.

The credential contains
both accurate and
current data.

The credential was
issued to the person
presenting it.
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Who has an mDL in North America?
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=i DL Ecosystem — United States and Territories

. Public Key Available in
Digital Trust Service

. Interoperable

implementation

- Interoperable
implementation in progress

. Legislative and/or study
activity

Attempt to execute

- legislative and/or study
activity

o] < - No information available

u m m ﬂ ﬂ n ‘..y.T-.‘..-

. Jurisdiction specific
implementation
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et mDL Ecosystem - Canadian Providences

. Public Key Available in
Digital Trust Service

. Interoperable

implementation

- Interoperable
implementation in progress

. Legislative and/or study
activity

Attempt to execute

- legislative and/or study
activity

. No information available

. Jurisdiction specific
implementation
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What is AAMVA's Digital Trust Service?
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R e The AAMVA Digital Trust Service

Issuing
Authority 1

...............

The AAMVA Digital Trust Service
(DTS) was stood up to aid in
adoption and maximize trust.

...............

...............

| AL £ .E - 4
g - > B o
Issuing ‘ ...............
Authority 3 e :

Issuing ‘
Authority 4

Issuing
Authority 5

Single, secure, and convenient point
of trust for mDL verification.

Issuing authorities and relying parties
can obtain the public keys used to
authenticate (mDLs) from a single
location.

‘mi(mi(mi(Di(Di

Mobile
Driver License
Digital Trust Service
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R e The AAMVA Digital Trust Service

The DTS Ensures:

o VN o The mDL was

- Pl o ¢ o O ) issued by a bona
. IR O~ = B> B fide issuing
T Emee authority.

The mDL is safe,

- secure, privacy

respecting, and
- interoperable.

Digital Trust Service
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== The AAMVA Digital Trust Service

Verifier 1

|ssuing Verifier 1
Authority
1

Issuing Verifier 2
Authority
2

ooooooooooooooo

Verifier 3

Issuing
Authority DTS Verifies Legitimacy of Issuing

E Authority; Confirms Conformance to Relying Party mDL
Privacy, Security, and Readers Receive
Interoperability Standards; and Validated Keys from DTS

Validates IA Public Key

Issuing
Authority
4

Issuing
Authorit . R
u 5 e Driver License
Digital Trust Service Relying Party Confirms

Issuing Authorities (1A’s) Provide Public Keys Authenticity of mDL Using
to AAMVA Digital Trust Service (DTS) Keys from DTS

Verifier 4

Verifier 4

Verifier 5

Verifier 5
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How Do We Work Together in the mDL Ecosystem?
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An mDL is NOT
just a picture of

a driver license D\

on a phone P
(flash pass).
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Verifiably provisioned by an Issuing Authority to a

mobile device

An identity credential that Must be read and
validated by an electronic reader

UTOPIA DRIVER LICENSE

10: 123456789005 ""'"
H NAME SURNAME —
s

12032012
1200200
. ’ . . oonoR O
2 2. 12
St | L DD

Compliant with the ISO/IEC 18013-5 standard

A carrier of the same data that is present on a

physical ID Card or Driver License
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Why Standardization Matters

Technical
interoperability
across mDL
programs

Trust mDLs
from
different
Issuing
Authorities Uniform

privacy-
preserving
and security
principles
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mDL FAQ’s

How Can Relying
Parties Know an mDL
is authentic?

Do Relying Parties
need to physically
touch the mDL
holder’s phone?

Is Internet Access
Necessary to Read an
mDL?

« The mDL reader device verifies the authenticity of h
the mDL by matching the Issuing Authority’s
previously-loaded public key to the privately signed
certificate from the mDL. y

 NO! The mDL information will be displayed on
Relying Parties’ reader device once data has been
transmitted. There is NO NEED for a Relying Party to
touch an mDL holder’s phone. P

~

« mDL verification is device-to-device; the connection
occurs locally using Wi-Fi, NFC, or Bluetooth.

)

VISION Safe drivers | Safe vehicles | Secure identities | Saving lives!



Use Cases

Lde TsA
9 Know Your
- Customer

=8 Government
&= Services

& Asge
w=%¥) \/erification
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