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Industry Problem: Online CNP Fraud Increasing

2017 : Projections “Online”

Pandemic ™.
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2012 2013 2014 2015 2016 2017 ~ 2018 7 Il Total CNP fraud loss M % change M % of total card payment fraud loss
EMV Payment Card 2018 CNP fraud: $6.4Dbil 2023 CNP fraud: $9.5bil
https://www.juniperresearch.com/press/press-releases/online-transaction-fraud-to-more-than-double-to-$2 https://www.insiderintelligence.com/content/card-not-present-fraud-payment
IDENTITY & PAYMENTS

SUMMIT

© 2024 CardWare, Inc. All rights Reserved
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https://www.insiderintelligence.com/content/card-not-present-fraud-payment

Consumers: Anxiety. Increasingly painful.

2022, #1 US Crime Worry : “Having personal, credit card or financial information stolen
by computer hackers” = 74% in 2021 (remained #1 on Gallup polls, since 2013)

https://news.gallup.com/poll/357116/crime-fears-rebound-lull-during-2020-lockdowns.aspx

#2 . 72% Online Phishing,
hacking ... etfc

#1 : 74%0nline Payment
Theft, CNP Fraud ...
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Pain: Last 12months, 40% of
US card users wasted an
avg. 1-4 weeks, replacing
the “more secure”

Chip cards

25%: lost money
16%: credit score affected

Source : CardWare
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Merchants: The Fraud + Chargebacks + Product Losses
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1 Liability Shift
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Source: Nilson Report + Aite Report T @
Needed: more intelligent solutions to all sides of  aorre s
this problem —
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One Fixed Number, for any Merchant ...
What could possibly go wrong ?

4

Personal | Business | Invest& Insure | About

Important Notice from
WELLS FARGO! We
detected a login from a

new device! If this was,
Kindly disregard this
sms. If not click
https://wellsfarrgocom.co
m/notice to secure now!

This is not the correct URL for Wells Fargo.
Notice the extra ‘r’ in wellsfarrgo
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Online Experience: is more Friction better ?

Purchase Authentication

We've sent you a text message to your registere
mobile number ending in 2329.

Confirmation code

Confirm payment

Resend code
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How can we improve In-Store, CoTS Devices and Online payments UX ?

« (2015) Apple : “ApplePay doesn't store the card... creates a one-time use number”

(

(2016) Tim Cook : “the Credit Card is dead”

* (2019) Tim Cook : “Apple Card is the most significant change to Credit Card UX in 50yrs”

« (2020) Andreeson Horowitz : “every company will become a FinTech company”

+ (2023) WSJ, anon Goldman Sachs source : “We should have never done this f—ing thing”
*

2024) Apple : “Beginning July 30th, 2025, the current device generated Apple Pay network
tokens will no longer be applicable for Standing Instruction transactions”

Are Device makers, Banks, Networks, Merchants X
aligned towards solving all sides of this problem ? ?ﬂﬁi{ﬁf
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Merchant Specific — can use at One Merchant

GeneSIS e CREDIT. CARD?'?

=
b@ﬂl S| sears, ROEBUCK,AND CO:

>0 SOS8k 0202 5 " 1950’s

One Fixed Number — can use at ANY Merchant

BANKAMERICARD

Fev wral—
Primary Account Number (PAN) —— %

GOOD THRU

Expiration Date (EXP) — * &%)
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Traditional Payment Card

Sharing card information

: @ ApplePay MPAN UX

to each company to make

their individual charges.
$500.00

Apple Merchant Tokens (MPAN)

Multi-merchant payments @

$600.00

8 the custom
5 a breakaOwn s

Travel Agency BHRE- «ith Sio Entcn

Air Travel
$150

Hotel
$300

Car Rental
$50

for the relevant amount
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https://developer.apple.com/videos/play/wwdc2022/10041/

(Smart) Tokenization-as-a-Service

MPAN x5678
» OO0

$ X
> ®| card? o\
MPAN x3141 UUOOOOOL
t v >
MPAN X5678> T L Sl
$ X
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SmartTokenization®™ ; 1 or more Limitations-on-Use

Number of Uses (:) ] Period of Time @ ]
Specific Amount - Spending Limit $_f ]
Shipping Address @ In-Store / Online ]

Specific Merchant(s) [ ] Reader Facility(s)
Specific Recipient(s) E ] | Purchase Location(s) %ﬁﬁmﬁg

© 2024 CardWare, Inc. All rights Reserved * Patented and Patent-Pending Technologies, including : 9760884, 10339520, 10628820, 11328286, 11176538, 11620634 ... etc
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The eCommerce Dilemma

B

Fraud Friction
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Finding Balance

Charge

Backs Security
Enhancements
KYC

Strong Customer

Authentication
Network
Poor Tokens
UX
3DS

Customer
Experience

Biometrics

SDKs

Express
Checkout

Cards on File

i:riction

Friendly
Fraud

Fraud
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Evolution of eCommerce: What’s Next?

FPAN

Proprietary
Token

2.0

One Time
Passcode

Network Device-Bound
Token Token
231.1 SPC, Exemption
Management
Multifactor
Authentication
FIPO w/ Single Factor
Experience
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Evolution of eCommerce:

.
consult hyperion

securing tomorrow’s transactions

Sharing of Verified Digital Attributes

Know Your Customer

o & ©

Welcome to the Interac® verification
service app

The Interoc* verification service app ,"\,\V'lv.pr:y
verified.Me) is a secure way to help you verity

your ident

Trademark Information

-

Apartments

APPLY NOW

O Millenial Apartments

Authorize Information Sharing

Verified!
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Evolution of eCommerce:

Sharing of Verified Digital Attributes

Age Assurance

Age Estimation Age Verification
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Evolution of eCommerce:

Sharing of Verified Digital Attributes

Emerging Opportunities
| am a Real Person Proof of Entitlement

s  Saver
o\6 Card
e@‘ AC® SENIOR

A
we g:°\ g\}

<
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Next Steps : Call to Action

 Turn Online/Phone CNP, into a CP transaction
« SmartTokenization™ -» Reduce phishing. Save transaction fees

 Eliminate fraud, skimming by eliminating fixed payment-info
« SmartTokenization® -» One-time limited-use : DPAN ... Location limited-use : LPAN ... Facility-
limited-use : FPAN ... Recipient-limited : RPAN ... Merchant-limited : MPAN ... etc

* Increase Merchant Affiliation
« Merchant-ID based -» payment referral, merchant-rewards, and breach-resistant Card-on-File

 Increase engagement by reducing friction, eliminate false-declines
« 3D-Secure -» SmartTokenization™ inside Your App. Your Web-site. Your Store

« Get ready for the oncoming Digital-$ (CBDC, FedNow)

- Better for business (replacing Paper Checks, VenMo/PayPal fees ... etc)
IDENTITY & PAYMENTS
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